Spot the Phish:

Kids Phishing Worksheet (3-5)

Goal: Teach kids phishing in plain language
so each child can find one clue and explain it.

Mini Lesson

Materials: Page 1 of the worksheet, pencil,
timer set to 8-10 minutes.

© Stop @ Spot @ Check

1. Teach the family rule (1 min.)
Say together: Stop. Spot. Check.
- Stop before you tap.
+ Spot one clue.
* Check with a grown up.

2. Quick vocabulary (1 min.)
Keep it simple and point to the icon row.
™ Sender: who sent it
& URL: the link address
Urgency: rushing words

O
@ Requests: asks for private info or
money

sl

Prizes: free stuff you never signed
up for

3. Model one example: I do (2 min.)

Read this out loud and think aloud
while you circle.

From: support@accOunt-help.test

"Send your password so we can unlock
your profile."

Say: "First I check the Sender. I see

a zero in account. That is odd. Next I
hear a Request for my password. Real
services do not ask for passwords in
email. So I check Requests. My reason
is: asks for a password."

4. Guided practice: We do (2 min.)
Pick one snippet from the worksheet.
Prompt with short questions.

« "What clue do you see first"
« "What word or part gave it away"
+ 'What is a safer next step”

Kids answer in one sentence.
Praise the pause.

5. Independent practice: You do
(2-3 min.)
+ Kids choose any one snippet.
They pick one clue and write one
reason line.

+ Fast finishers find a second clue
or rewrite the message to make it
safe.



Spot the Phish:

Kids Phishing Worksheet (3-5)

Safety Checklist

© Pause and do not click

© Show a grown up

© Verify by typing the
site yourself

© Delete or report

Directions: Read each message. Pick one clue. Write one short reason.

&Sender # URL

notices@school-portal.test

School Update

Important change to grades.

Log in now: school-portal.info-login.test

®Urgency

O Sender Reason:
0O URL

O Urgency

O Requests

O Prizes

CLUES

support@accOunt-help.test

Verify Your Account

Send your password so we can unlock

your profile.

®Requests  ffPrizes

rewards@gameworld.test B

Game Points Bonus

You won 5,000 points.

Claim in 10 minutes or lose them.

O Sender Reason:
0O URL

O Urgency

O Requests

O Prizes

CLUES

Ava M. <share@photos-safe.test> D
Friend Photo Share

Look at your picture here:

photos-safe.test/youl23

J Sender Reason: J Sender Reason:
O URL O URL
O Urgency O Urgency
[J Requests (0 Requests
O Prizes O Prizes
CLUES CLUES
2 Safety note: These are pretend messages for practice.

Do not type or visit any links on this page.
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Spot the Phish: Q) Faenddo o i
. . 1. © Verify by typing the
Kids Phishing Worksheet (3-5) site yourself

© Delete or report

Directions: Read each message. Pick one clue. Write one short reason.

&Sender #®URL  ©®Urgency  &Requests i Prizes

ship@track-pack.test E coach@teams-notice.test F
Package Delivery Coach Message

Delivery failed. Practice moved.

Pay $3.00 to reschedule: Confirm your phone number and birth date.

track-pack.test/pay

O Sender Reason: O Sender Reason:
O URL 0O URL
O Urgency O Urgency
O Requests O Requests
O Prizes O Prizes
CLUES CLUES
prize@awesome-gear.test G secure@signin-protect.test H
Lucky Winner Security Alert
You were chosen to get a free console. We saw a sign in from a new device.
Click to accept. Fix it at signin-protect.net-fix.test
J Sender Reason: J Sender Reason:
J URL OJ URL
O Urgency O Urgency
[J Requests (0 Requests
O Prizes O Prizes
CLUES CLUES
3 Safety note: These are pretend messages for practice.

Do not type or visit any links on this page.



Spot the Phish:

Kids Phishing Worksheet (3-5)

Answer Key

One clue per message is enough. Depth grows with practice.

A) URL. The link adds extra words after the domain.

B) Urgency or Prizes. Countdown plus free points is classic bait.

C) Requests. Asks for a password by email.

D) Sender or URL. Friendly name, unknown address, link to a site you do not use.
E) URL or Requests. Wants payment through a short link.

F) Requests. Asks for private info that a coach should not collect by email.

G) Prizes. Free console you never entered to win.

H) URL. Dash chains and look-alike domains.



Spot the Phish: Mini Poster

Kids Phishing Worksheet (3-5)

Cut along the dotted border, then post this by your computer for quick reference.

Stop.
Spot.
Check.

Pause and do not click
Show a grown up

Verify by typing the
site yourself

© © 0 06

Delete or report

M & O 6 F




